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SERVER FULL CONFIGURATION - DELL

1) Enter to system setup/bios page >> choose System Bios >> choose Default

Help | About | Exit

System BIOS

System BIOS Settings

System Information
Memory Settings
Processor Settings
SATA Settings

Boot Settings
Integrated Devices
Serial Communication
System Profile Settings
System Security

Miscellaneous Settings

Press here

2) System Profile Settings >> System Profile >> Performance

System BIOS

System BIOS Settings « System Profile Settings

System PTUF"B CPerfO\'mance Per Watt (OS] _Performance OCLIS['Om
_PU Fower Management @ Maximum Ferformance
METIOPY FTREUERIEY - srismssemssmmses oo s & Maximum Performance
Turbo Boost @ Enablec
Energy Efficient Turbo @ Disabled

“AE e . . . . ® Disabled

@ Disabled

Memory Refrash Rate [ - - @

ncore Freguency @ Maximur

Energy Efficient Policy ® Ferforman

Jumber of Turbo Boost Enabled Cores for Processc @® Al

®



3) Go to iDRAC Settings >> User Configuration >> Password must set to default

iDRAC Settings

DRAC Settings « User Configuration

Birclis) UBER concrnsmnsensenseosem emesos om0 w0 5 50 s mr e 3 Disabled @ Enabled
LAN USEE PTIVilage - swrsvsssssssissssisnssssons | Administrator j|
Serial Port User Privilage s Administrator j|

ACWEGART
Change PaSSOrd - s s o
>\> Default password=

WARMING: The default user name and or password has been detected and pose a security | .
To reduce a security risk, create a unique user name and password. calvin

= Enter a password with up to 20 characters. The characters are masked. The following
“ characters are supported: 0-9, A-Z, a-z, Special characters: ... (Press <F1= for more help)

4) Back to iDRAC Settings >> Network

COMMON SETTINGS
Register DRAC on DNS s Q Disabled @
BRSIMRAE N ey 7431-CTiM
ok onfic]Bomaim N a e R @ Disabled Wled
Si{ile(CiS (DEmeE REmD wmmmmmmm s

DNS DRAC Name =

Server Tag
5) Enable DHCP
IPV4 SETTINGS
SiElsls CRER ommmmmmmmm s @) e e ci‘
Static IP Address 192.168.9.37
St itew [192.168.9.251
Static Subnet Mask 255.255.255.0
6) Enable IPMI Over LAN
IPIMI SETTINGS
Enable IPMI Over LAN - s 0y [Diggblied @ |Enabled
Channel Privilege Level LImit s g Administrator O Operator O User
Encryption Key e | 0000000000000000000000000000000000000000




7) Configure RAID 1 in Raid Controller

PERC H330 Adapter BIOS Configuration Utility 5.18-0700
UD Mgmt

[-1 PERC H330 Adapter (Bus Ox01,
No Configuration Present !

[-1 Unconf igured Physical Disks
00:01:00: Ready: 1.818 TB
00:01:01: Ready: 1.818 TB

Dev OxEC ¢
Create New UD

Clear Config

Convert to Non-RAID

PERC H330 Adapter BIDS Configuration Utility 5.18-07006
UD Mgmt

Create New UD

[X1(0:01:00 1.818 TB
[X1(0:01:01 1.818 TB

Advanced

© Adapter BIUS Conf iguration

Create New UD

| RAID-1 " N/A

Create Virtual Disk-Advanced

[ 1 Initialize

[ 1 Configure Hot Spare

Write Through

1]
Unchanged

Enable
Disable




PERC H330 Adapter BIOS Configuration Utility 5.18-0700
UD Mgmt

Create New UD

| RAID-1 " N-A

Create Virtual Disk-Advanced

[X]1 Initialize
[ 1 Configure Hot Spare

Write Through

PERC H330 nAdapter BIOS Configuration Utility 5.18-0700
UD Mgmt

[-1 PERC H330 ndapter (Bus 0x01, Dev BOxB00)
L[-] Disk Group: ®, RAID 1
[-1 Virtual Disks State: Dptimal
L_[p: 0, 1.818 TB RAID Level: 1
[+1 Physical Disks Dperation: Back Init.
[+] Total Free Capacity: 0.000 KB Progress: - 0z
Hot spares

Virtual Disks: 1
Physical Disks: 2
Free Cap.: 0.000 KB
Free Areas: ©




8) Login to iKVM >> after successfully login please log out again.

Integrated Dell Remote Enterprise
Access Controller 8

Default Password Warning

7431-C1711 | PowerEdge R230

A Wamning: It is recommended not to use the default user name (root) and password as it is a security
risk.

Configure a new password for the "root” user. Further changes can be done using the User
Authentication page after logging in to iDRAC. For more information on changing the default
password, see the iDRAC User's Guide.

@ Change Default Password

© Keep Default Password |

Do not show this warning again

9) After received email from DHCP server, login into IProbot and update password.

CJ1 - IPMI/iKVM/iPDU DHCP IP Allocation e

m From: [ CJ1-DHCF@ipserverone.com

To: [ johnnytan@ipserverone.com

Cc: [ tracytani@ipserverone.com | | stevenma | | jotan@ipserverone.com
WCsim(@ipserverone.com

SERVER TAG = 7479-C1801

IP ADDRESS 172.28.3.48

MAC ADDRESS = 58:9A:4C:7B:A2:81
VENDOE ke

Q'JE'.'.' PASSWORD = QZdCCxb7vi8Y >

SERVER TAG = 7476-ClBal

IP ADDRESS 172.28.3.41

MAC ADDRESS = 5@:94:4C:7B:A2:81
VENDOR = Dell Inc.

MEW PASSWORD = gLZ5o03zXZWel

SERVER TAG = 7485-CilBel

IP ADDRESS = 172.28.3.42

MAC ADDRESS = 5B:9A:4C:7B:A2:65
VENDOR = Dell Inc.

NEW PASSWORD = p2]vCcol9BTr

SERVER TAG = 742e-Cilgel

IP ADDRESS = 172.28.3.43

MAC ADDRESS = SB:9A:4C:7B:A3:FS
VENDOR = Dell Inc.

MEW PASSWORD = JfVG1ljlWz@kijn



10) Login into iKVM and verify the IP had change to static IP.

Integrate:

d Dell Remote
ontroller 8 Enterprise

Support | Dell TechCenter | About | Logout

System
PowerEdge R230
root, Admin

Overview
Server
Logs
Power  Thermal
Virtual Console
Aerts
Setup
Troubieshooling
Licenses
Intrusion
IDRAC Setlings

User Authentication
Update and Rolback
Senver Profile
Sessions

Hardware

Storage

Host 08

(U SSL | Serial  Serial Over LAN
Auto Config 4 Backto Top
Attribute Value
Enable DHCP Provisioning Disable
IPv4 Settings a Backio Top
Atribute Value
Enable IPv4 v
DHCP Enable
Static IP Address 17220340 Make sure DHCP
Static Gateway 1722001 Enable iS untiCk
Static Subnet Mask 25525500
Use DHCP fo obtain DNS server addresses
Static Preferred DNS Server 0.0.0.0
Static Altemate DNS Server 0.0.0.0
IPV6 Settings 4 Backto Top
Aftriute Value
Enablz IPV

Autoconfiguration Enable

Static IP Address 1




UPDATE DELL SERVER FIRMWARE THROUGH IKVM AND USB DRIVE

1) Login server ikvm page and look on server information to find out the current firmware used

in particular server.

Firmware Inventory

Component

Integrated Dell Remote Access Controller

Broadcom Gigabit Ethernet BCM5720 - 50:0A4C.TB:A2:83
Broadcom Gigabit Ethernet BCM5720 - 50:9A4CTB:A2:64

4 Back To Top
Firmware Version
2.50.50.50
20,652
20.6.52

BIOS
Lifecycle Controller

232
2.50.50.50

Dell 32 Bit uEF| Diagnostics, version 4239, 4239436, 4239 44
Dell OS Driver Pack, 17.08.10, A00

035 COLLECTOR 2.1, A0

System CPLD

4230436
17.08.10
21

1.0.0

LEERC K330 Adapter

25.5.3.0005 )

Disk 0 in Backplane 1 of RAID Controller in Slot 2
Digk 1 in Backplane 1 of RAID Controller in Slot 2
BP13G+ 01

2) Search latest firmware at Dell official website:

EGO2
EG02
225

http://www.dell.com/support/home/us/en/19/products/?istag=false&isinvalidselection=tru

& Support | Dell US x

€ > C | ® vwwdelcom/sus

w

[ Dellis aware of the new side-channel analysis vulnerabilities known as Meltdown and Spectre affecting many modern microprocessors. We are working with

Welcome to Dell Support

Intel and others in the industry to address the issue. For more information, please refer to www.dell.comy/support/meltdown-spectre

@ The product you selected is temporarily unavailable. Check back later or sign in to your Dell Account to view your products

Which product do you need help with?

Recent products

Enter a Service Tag. what

3ZSR7N2

Choose from all products.

Service Tag can

found in IProbot

|. Need help with Windows? Tips and tutorials on using Windows, including Windows 8 and Windows 10, can be found here.


http://www.dell.com/support/home/us/en/19/products/?istag=false&isinvalidselection=true
http://www.dell.com/support/home/us/en/19/products/?istag=false&isinvalidselection=true

3) Search for drivers & downloads section and choose for Not Applicable.

) S

Products Solutions & Services Support Deals

® Support Product Support

wes——— Support for PowerEdge R230 e s,

Service Tag: 3ZSR7N2  Express Service Code: 8694962030

Support topics & .
articles Drivers & downloads

Drivers & downloads
Find a driver for your PowerEdge R230

Manuals & documents

Keyword :
Warranty Enter a driver name or keyword
System configuration Category : Format :
Al v oAl

Parts & accessories
[_] Show urgent downloads only

4) Search for BIOS/Lifecycle controller/Raid Controller firmware

Keyword : Operating system :
Enter a driver name or keyword Not Applicable
Category : Format :
BIOS v All

|| Show urgent downloads only

cted to Download List

.H Cart

Name Category 4 Last Updated Download

¥ Dell Server PowerEdge
85 R330/R230/T330/T130 BIOS Version BIOS 22 Nov 2017 &
232

Importance: Urgent

Version: 2.3.2,2.3.2 Release Date: 21 Nov 2017

Choose for WIN32.exe
version only

File Name: BIOS_832M2_WN32_2.3.2_02.EXE  Other formats f———>

File size: 14.62 MB

Description: PowerEdge R330/R230/T330/T130 BIOS Version 2.3.2



Keyword : Operating system :

Enter a driver name or keyword Mot Applicable v
Category : Format :
iDRAC with Lifecycle controller v All v

Show urgent downloads only

Name Category 4 Last Updated Download

¥ IDRAC with Lifecycle Controller

i ; 4
A CE iDRAC with Lifecycle controller 29 Nov 2017 =
Importance: Recommended

Version: 2.50.50.50 ,A00 Release Date: 26 Sep 2017

File Name: iDRAC-with-Lifecycle-Controller_Firmware_278FC_WMN32_2.50.50.50_A00.EXE  Other formats

File size: 101.37 MB

Choose for WIN32.exe

Description: iDRAC with Lifecycle Controller 2.50.50.50

! version only
Keyword : Operating system .
Enter a driver name or keyword Mot Applicable v
Category : Format :
SAS RAID v All v
Show urgent downloads only
Name Category & Last Updated Download
¥ Dell PERC H330 Mini/Adapter RAID Controllers i
SAS RAID 18 Jan 2018 =
firmware version 25.5.4.0006 an
Importance: Urgent
Version: 25.5.4.0006 ,A10 Older versions Release Date: 11 Jan 2018

File Name: SAS-RAID_Firmware_VAG60_WN32_25.5.4.0006_A10.EXE  Other formats

File size: 6.99 MB

Choose for WIN32.exe

Description: Dell PERC H330 Mini/Adapter RAID Controllers firmware versiol .
version only

10



UPDATE FIRMWARE BY USING IKVM
1) Choose Update and Rollback

System Summary

Server Health Virtual Console Preview

a —— > 8

Server Information Quick Launch Tasks

ON
PowerEdge R230

! System 1D LED ONIOFF @
MINWINPC

3ZSR7N2
8604962030

232

2505050
172.203.42
50:9A4CTB.AZES

2.50.5050
NIA

2) Choose your file path >> upload

Firmware

Update Rollback

Firmware Update

[ Update Automatic Update |

File Location ¥ Local Network Share FTP TFTP HTTP

Single Update Location

FileFall | Choose File | SAS-RAID_Firmwar....4.0006_A10. EXE

Upload



3) Choose Install and Reboot
Firmware Update

[ Update Automatic Update |

File Location * Local Network Share FTP TFTP HTTP

Single Update Location

File Path Choose File | Mo file chosen

Update Details
#  Contents Criticality Status

+ SAS-

RAID_Firmware_V4G60_WN32_25.5.4 0006_A10 EXE Urgent Package successfully downloaded

| Cancel ll Install and Reboot Jl Install Next Reboot |

4) You may go Job Queue to verify update process.

Properties Attached Media vFlash Service Module Job Queue

Job Queue

ID Job Status
= JID_169017408254 Firmware Update: RAID New

Start Time: Not Applicable

Expiration Time: Not Applicable

IMessage: REDO023: Lifecycle Controller in use. This job will start when Lifecycle Confroller is available I

If you saw this error, please make
sure your lifecycle controller is
fully turn off

5) When you saw this message, mean the update process is running.
Propermes  AMcheqMeda | vlasn  Sevce Moauts [T _ & s c

Job Queue

Cutrent Useria: root 1722003




6) Completed

Job Queue
[ ID Job Status
Reboot: Graceful 0 shutdown with
+ O
54| Ll RID_169022621028 nowercycle on timeout Reboot Completed
= [ JID_169017408254 Firmware Update: RAID Completed
Start Time: Next Reboot
Expiration Time: Not Applicable
Message: PR19: Job completed successfully
7) Verification

Firmware Inventory

Component Firmware Version

Integrated Dell Remote Access Controller 2.50.50.50

Broadcom Gigabit Ethernet BCM5720 - 50:9A:4C:7B:A2:63 20.6.52

Broadcom Gigabit Ethernet BCM5720 - 50:9A:4C:7B:A2:64 20.6.52

BIOS 232

Lifecycle Controller 2.50.50.50

Dell 32 Bit uEFI Diagnostics, version 4239, 4230A36, 4239.44 4239A36

Dell 0 Driver Pack, 17.08.10, A00 17.08.10

08 COLLECTOR 2.1, A00 21

Syster CPLD 100
I PERC H330 Adapter 5.0 —P \ersion updated

Disk 0 in Backplane 1 of RAID Controller in Slot 2 EG02
Disk 1 in Backplane 1 of RAID Controller in Slot 2 EG02
BP13G+0:1 225

Firmware Inventory

Component Firmware Version
Integrated Dell Remote Access Controller 2.50.50.50
Broadcom Gigabit Ethernet BCM5720 - 50:9A:4C:7TB:A2:63 20.6.52
Broadcom Gigabit Ethernet BCM5720 - 50.9A 4C.7B-A2:64 208652
BIOS 232
Lifecycle Controller 2.50.50.50
Dell 32 Bit uEFI Diagnostics, version 4239, 4239A36, 4239.44 4239A36
Dell OS Driver Pack, 17.08.10, ADD 17.08.10
0S COLLECTOR 2.1, ADO 21
System CPLD 1.0.0

| FERC Ha30 Agapter 25530005
Disk 0 in Backplane 1 of RAID Controller in Slot 2 EGO02
Disk 1 in Backplane 1 of RAID Controller in Slot 2 EGO02

BP13G+ 01 225



UPDATE FIRMWARE BY USING LIFECYCLE CONTROLLER BY USING USB DRIVE

1) Press F10 for connecting LifeCycle Controller

Lifecycle Log

Firmware Update

Hardware Configuration I—l F ECYC I— E Co N TRO I— I_ E R
0S8 Deployment

Platform Restore

Hardware Diagnostics

Settings

System Setup

2) Access to Firmware Update >> Launch Firmware Update

Home Firmware Update

Lifecycle Log

|_se the Frmware Lipdate paqe to perform or rolback an update, or to view the current firm 2 WEersl

Firmware Update _Ise the Frmware Update page to perform or rollback an update, or to view the curent firmware versions.
g : Confi ti

Hardware Configuration Launch Firmware Update

0S8 Deployment

Launch Firrmware Rolbaclk:

Platform Restore

View Current Versions

Hardware Diagnostics

Settings

System Setup




3) Map your USB Drive using virtual Media from your own PC or physically plug in USB drive
into server. You may skip the step of Map Removable Disk if you are physically plug in USB

drive into server.

File View Macros Tools Power NextBoot Virlllallledia| Help

Create Image ...

Lifecycle Controller Disconnect Virtual Media
Map CD/DVD ...

Soict Undate Reoeat Map Removable Disk ... |
[P DGR iy Firmware e: Laun mware Update

Step 1 of 3. Select Update Repository

Sedact the repository location for the catalog and update packages.

O FTP Server
@ Locd Drive{CD or DVD or USB)
© Network Share{CFS or NFS or HTTP Server)

“ Mgk sure the network connection is not discomnectad during firmiware update,

If two PSUs of different wattages (for example, 750 VY and 1100 W) are nstalled, do not perfarm a
you perform simuitanecus update, the PSUS are permanenthy
are on the PSUs, either perform the updates individually or make sure

= gimultaneous frmware upd

damaged. To update the firmw;
that both the PSUs are of the same wattage.

| 22| Virtual Media - Map Removable Disk

Drive/image File: |D:| |V| ‘ Browse ‘

[ ] Read-only

| Map Device H Cancel ‘

4) Choose Local Drive >> Next >> Choose your Local Drive

| SeailUsidinlEondeny o { Firmware Update: Launch Firmware Update
Enter Access Details

Step 2 of 3: Enter Access Details

Select the local drive.

Locd Drive [TRACY (virtual Floppy) |

Fie Path or Update Package
Path

[sas.exe]

Make sure your filename is
exactly same as file that you
save in USB drive




5) Select Updates and Apply

Select Update Repository o

Firmware Update: Launch Firmware Update

Enter Access Detais v

Seloct Updates Step 3 of 3. Select Updates

se the table [0 select avallahble Updates.
Refease Date: 2018-01-09

Source: LUSE or CD or DVD (TRACY {Virtual Floppyisas.exe)

Available System Updates
Component Current Avalable
¥ PERC H330 Adapter 25530005 255.4.0006

“ Systern wil reboot after selected updates are applied

6) Update process

| £ 7485-C1201, PowerEdge R230, User: root, 2.0 fps - O X I

File View Macros Tools Power NextBoot Virtual Media Help

RAID Update (JD_1690

RAID Update (JID_169017408254)

Current Status Task in Progress

Task Time Limit

5 mins
Elapsed Time 0028
Task 1of1
Total Elapsed Time 00:00:29

6 Tasks are running normally.

],  Donotrestar, press CTRL+ALT+DEL, or turn off the server. The system will restart automatically when comglete.
i ny

Current User(s): root: 172.20.0.3

7) Completed and verify the version is updated.



