
IPMI/IKVM/IDRAC/IBMC Configuration 

CJ1 Data Center – Vlan 998 

Dell switch configuration 

1) Dell switchport configuration 
conf t 

int fa0/1 

switchport 

no shut 

exit 

int vlan 998 

untagged fa0/1 

2) Server DHCP configuration 

- Access to server’s bios 

- Change IPMI IP configuration to DHCP mode 

- Save configuration and reset 

- Retrieve IPMI IP from server’s bios 

3) Dell switchport configuration  
conf t 

int fa0/1 

description servertag_IPMI_IP eg: 8888_IPMI_172.20.0.1 

write mem 

Cisco switch configuration 

1) Cisco switchport configuration 
conf t 

int fa0/1 

switchport mode access 

switchport access vlan 998 

ip arp inspection trust  #refer explanation 

no shut 

2) Server DHCP configuration 

- Access to server’s bios 

- Change IPMI IP configuration to DHCP mode 

- Save configuration and reset 

- Retrieve IPMI IP from server’s bios 

3) Cisco switch configuration 
conf t 

int fa0/1 

description servertag_IPMI_IP eg: 8888_IPMI_172.20.0.1 

write mem 

 

 



CX2 and AIMS Data Center – No specified Vlan 

Request IKVM IP detail from network team.  

Please take note that CX2 does not support IPMI DHCP function. 

 

Dell switch configuration 

1) Dell switchport configuration 
conf t 

int fa0/1 

description servertag_IPMI_IP eg:8888-C1209_IPMI_14.102.5.1 

switchport 

speed 10 

ip access-group IKVM_FILTER in 

no shut 

exit 

int vlan 702 

untagged fa0/1 

write mem 

 

Cisco switch configuration 

1) Cisco switchport configuration 
conf t 

int fa0/1 

description servertag_IPMI_IP eg:8888-C1209_IPMI_14.102.5.1 

switchport mode access 

switchport access vlan vlanNo eg:switchport access vlan 702 

speed 10 

ip access-group IKVM_FILTER in 

ip arp inspection trust  #refer explanation 

no shut  

write mem 

 

Server IPMI static configuration 

- Access to server’s bios 

- Configure IPMI in static mode by type in IP, subnet mask and gateway 

- Save configuration and reset 

 

 

 

 

 

 

 



IPRobot Update 

1) Open particular server tag information >> Press on EDIT bar 

 
2) Update KVM Details 

 
3) Check IPMI username and password 

 

 

 

Press update IPMI 

setting after filling all 

the information 

IPMI password 



IKVM access – CJ1 data center

 

 

Please login with username and password for verification. 

 

 

After press iKVM login, 

there is one new tab appear 

Press login now 



IKVM access – Aims and CX2 data center 

Condition 1: If you are using network from office/control room/VPN access 

Open a new browser and type in ikvm IP in url address bar. Login by using username and 

password for verification purpose. 

 

Condition 2: If you are using outside network/mobile data/without VPN access 

Please perform below changes on the rack switch for particular port. 

conf t 

int fa0/1 

no ip access-group IKVM_FILTER in 

 

Then, open a new browser and type in ikvm IP in url address bar. Login by using username 

and password for verification purpose. 

Please take note that, you have to revert back the switchport command for particular 

port. 

conf t 

int fa0/1 

ip access-group IKVM_FILTER in 

write mem 

 

 

  



ARP inspection trust explanation 

Currently ip arp inspection function only applied in cisco switch. Dell switch configuration 

will be update later after network team figure it out on how its work. 

This command will be added in two conditions: 

Condition 1 – Switch version 

Some of the switch version may not support on arp inspection function due to version is 

outdated. 

Example of switch not supporting arp inspection function: 

 
 

Example of switch supporting arp inspection function: 

 
 

Condition 2 – Check command 

This arp inspection trust is not yet applying in all switch that located in all Data Center. 

Before you applying in this command, please cross check whether this switch is using this 

arp inspection function. 

 
 

 

 

 

arp access-list command 

show that arp inspection 

function is applied in this 

switch 



If this command is appeared in switch when you show configuration, then only you apply 

arp inspection trust in switchport. Please inform network team after you apply the 

command, we have further step to go for configuration. 

If this command doesn’t appear in switch, you can ignore the ip arp inspection trust 

command. 


