IPMI Configuration in CJ1 Data Center with DHCP Server Available
Prepared by Tracy

1) Enter to system setup/bios page >> choose System Bios >> choose Default

_ System BIOS

System BIOS Settings

System Information
Memory Settings
Processor Settings
SATA Settings

Boot Settings
Integrated Devices
Serial Communication
System Profile Settings
System Security

Miscellaneous Settings

Press here

2) Go to iDRAC Settings >> User Configuration >> Password must set to default

Help | About | Ex

iDRAC Settings

DRAC Settings « User Configuration

Enable USer = s ) Digabled @ Enabled

LJSEE BEITIS i |POOT

LAN LISEE PTIVilege - s | Administrator j|
Serial Port User Privilege < Administrator j|

>\> Default password=

WARMING: The default user name and or password has been detected and pose a security
Toreduce a security risk, create a unique user name and password.

calvin

s Enter a password with up to 20 characters. The characters are masked. The following
characters are supported: 0-9, A-Z, a-z, Special characters: ... (Press <F1= for more help)




3) Back to iDRAC Settings >> Network

COMMON SETTINGS
Register DRAC on DNS O Disabled (@
DNS DRAC Name 7431-CT71]

Auto Config Domain Name e s s @ Disabled Wled

Static DNS Domain Namig -

DNS DRAC Name =

Server Tag
4) Enable DHCP
IPV4 SETTINGS
ENable [Py oo (3 Digabled @ Enabled
SiElsls CRER ovmmmmrmmm s @) (O e ci‘
Static P Addre 192.168.9.37
Sratic (Sateway 197 168.9.051
St subnet Mask 255.255.255.0
5) Enable IPMI Over LAN
IPIMI SETTINGS
Enable IPMI Over LAN - s 0y [Diggblied @ |Enabled
Channel Privilege Level LImit s g Administrator O Operator O User
Encryption Key e | 0000000000000000000000000000000000000000

6) Login to iKVM >> after successfully login please log out again.

Integrated Dell Remote Enterprise
Access Controller 8

Default Password Warning

7431-C1711 | PowerEdge R230

A Warning: It is recommended not to use the default user name (root) and password as it is a security
risk.

Configure a new password for the "root” user. Further changes can be done using the User
Authentication page after logging in to iDRAC. For more information on changing the default
password, see the iDRAC User's Guide.

@ Change Default Password

(2] Keep Default Password
k4 Do not show this waming again




7) After received email from DHCP server, login into IProbot and update password.

CJ1 - IPMIfiKVM/iPDU DHCP IP Allocation N
m From: [ CJ1-DHCF@ipserverone.com

To: [ johnnytan@ipserverone.com

Cc: [ tracytani@ipserverone.com | | stevenma | | jogtan@ipserverone.com
Wesim(@ipserverone.com

SERVER TAG = 7479-C1881

IP ADDRESS = 172.28.2.40

MAC ADDRESS = 58:9A:4C:7B:AZ:01
VENDOE = N=11 T

q'iE'.'.' PASSWORD = QZdCCxb7v1ey >

SERVER TAG = 7476-ClBal

IP ADDRESS = 172.26.3.41

MAC ADDRESS = 5@:9A:4C:7B:A2:81
VENDOR = Dell Inc.

MEW PASSWORD = gLZ503zXZW8l

SERVER TAG = 7485-CilBel

IP ADDRESS = 172.28.32.42

MAC ADDRESS = SB:9A:4C:7B:A2:65
VENDOR = Dell Inc.

NEW PASSWORD = p2]vCcol98Tr

SERVER TAG = 7428-C1Bel

IP ADDRESS = 172.28.3.43

MAC ADDRESS = SB:9A:4C:7B:A3:F5
VENDOR = Dell Inc.

MEW PASSWORD = JfVGljWzekin

8) Login into iKVM and verify the IP had change to static IP.
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