Hard Disk Retention Process Using Centos 7 Prepared by: Tracy

Step 1: Create RAID 0 on each Hard disk

>ctrl+R #Enter raid controller interface

L3I MegaBRAID SAS PCI Express ROMB BIOS Configuration Utility 5.88-HB886
FD HMgmt

DS1PH-1ULH QUANTA Port B - 3 Enclosure Info
PA:B1:89 3A3 A.B88 KB Failed SEAGATE QUANTA
PA:BA1:11 SAS 1.81 THB UG HGST
PA:B81:12 S3D-SATA Z223.86 GB Online ATA 8
PA:A1:18 SATA 1.81 TB Online ATA
Internal
D51FH-1ULH
A4P08
Optimal
16

4

#If the hard disk state as FAILED, please END OF LIFE the hard disk directly.

>Create RAID O

L3I MegaRAlD SAS PCI Express ROMB BIOS Configuration Utility 5.B8-HHHG
UD Mgnt

[-1 LSI MegaRAlID SAS PCI Expre(Bus HxB5, Dev BxHH)

No Conf iguration Present 1t
[-1 Unconfigured Drives Drive Groups: A
FA:H81:18: Ready: 1.81 TB Virtual Drives: H
PA:H1:11: Ready: 1.81 TB Drives: 4
PA:A1:12: Ready: Z223.86 GB




LSI MegaBRAlD SAS PCI Express ROMB BIOS Configuration Utility 5.H8-HHHG6
UD Mgmt

Create New VD

Choose
Hard Disk

Press Advanced

L5I MegaBRAID SAS PCI Express ROMB BIOS Cownfiguration Utility 5.88-8886
UD HMgmt

Create New UD
Create Virtual Drive-Advanced

[X]1 Initialize

Write Back with

#Initialize hard disk and press ok



LSI MegaBRAlD SAS PCI Express ROMB BIOS Configuration Utility 5.H8-HHHG
UD Mgmt

[-1 LSI MegaRAlID 3AS PCI Expre(Bus BxBS5, Dev BxHA)
[-1 Drive Group: B, RAID A
[-1 Uirtual Drives State: Optimal
L_1p: 8, 1.81 TB RAID Level: A
[+]1 Drives Operation: Init.
[+]1 Available size: B.88 KB Progress: » 49z
Hot =spare drives
[-1 Unconfigured Drives
FA:BA1:11: Ready: 1.81 TB
PB:81:12: Ready: 223.86 GB Virtual Drives: 1
Drives: 1
Free Cap.: H.H8 KB
Free Areas: B

#Repeat the step until all hard disk become Raid 0

L3I MegaRAID 3AS PCI Express ROMB BIOS Configuration Utility 5.H8-HHHG
UD Mgmt

[-1 LSI MegaBRAID SAS PCI Expre(Bus Bx85, Dev Bx@8)
[-1 Drive Group: B, RAlID H
[-1 Virtual Drives State: Optimal
L_1p: A, 1.81 TB RAID Level: B
[+]1 Drives
[+] Available =ize: B.8B8 KB
Hot spare drives Virtual Drives: 1
[-1 Drive Group: 1, RAID A Drives: 1
[-1 Virtual Drives Free Cap.: B.88 KB
L— Ip: 1, 1.81 TB Free fAreas: A
[+]1 Drives
[+]1 Available size: B.88 KB
Hot spare drives
[-1 Drive Group: 2, RAID A
[-1 Virtual Drives
L IDp: 2, 223.86 GB
[+]1 Drives
[+] Available =size: H.HH KB
Hot spare drives

F2 F5
>Exit and reboot server



Step 2: Centos 7 Installation (Using e2b pendrive)
>Enter Setup/Bios

Aptio Setup Utility - Copyright (C) 2017 American Megatrends, Inc.

Main IntelRCSetup  Server Mgmt Boot  Security REERER=EaN:

Discard Changes and Exit
Save Changes and Reset

Discard Changes
Restore Defaults

Save as User Defaulis
Restore User Defaulis

Boot Owerride

IBA GE Slot 0100 w1543 ++: Select ScCreen

IBA GE S1ot 0101 w1543 Tl: Select Item

IBA XE Slot 0300 w2311 Enter: Select

IBA ¥E Slot 0301 w2311 +/-: Change 0Opt.

(Bus 05 Dey 00JPCI RAID Adapter Fil: Help for more kKeus

<+—— Press Enter F8: Previous Yalues

UEFI: Built-in EFI Shell F9: Optimized Defaults
Flo: Save & Reset
ESC: Exit

Version 2.17.1249. Copyright (C) 2017 American Megatrends, Inc.

>Choose LINUX Menu > CentOS-7

Linux Menu

6_Bd-Minimal-1611.is0

>|nstall Centos 7




>Choose one of the hard disk as Installation Destination

INSTALLATION DESTINATION CENTOS LINUX 7 INSTALLATION

Device Selection
Select the device(s) you'd like to install to. They will be left untouched until you click on the main menu's "Begin Installation" button.

Local Standard Disks

1862.5 GiB 1862.5 GiB 14,91 GiB
LS| MRROMB LS| MRROMB SanDisk Cruzer Force
sda / 1862.5 GiB free sdb / 1862.5 GiB free sdd / 15.77 MiB free

Disks left unselected here will not be touched.

Specialized & Network Disks

=
Add a disk...

Disks left unselected here will not be touched.
Other Storage Options
Partitioning
® ) Automatically configure partitioning | will configure partitioning
| would like to make additional space available

Encryption
Encrypt my data.

k?—ull disk summary and boot loader... 2 disks selected; 237.97 GIB capacity; 223.08 GiB free Refresh...

>set root password
>Reboot the server and unplug e2b pendrive after finish

Step 3: Login into Centos and enable SSH service in Centos

>ip addr #show interface name

[root@localhost 14 ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWM glen 1
link-loopback BB:PB:08:88:88:88 brd BA:60:80:80:6008:068
inet 127.8.8.1-8 scope host lo
valid_Ift forever preferred_lft forever
ineté ::1-128 scope host
valid_Ift forever preferred_lft forever
: enol: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1588 gdisc mg state DOWN glen 1888
link-sether Zc:68:8c:dB:5b:fa brd ff:ff :ff:Fff:FF:fF
: enoZ: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 1588 qdisc mg state DOWN glen 1888
linksether Zc:68:8c:dB:5b:fb brd £f:ff :ff:Fff:FF:fF
1: ens255f8: <NO-CARRIER,BROADCAST,MULTICAST,UP> mtu 15688 gdisc mg state DOWN glen 18688
link-ether 2c:68:8c:f1:f2:dd brd £f:ff:ff:ff:Ff:Ff
: ens255f1: <BROADCAST,MILTICAST,UP,LOWER_UP> mtu 1508 gdisc mg glen 10608
link-sether Z2c:68:8c:f1:f2:de brd ff:ff :ff:ff:FF:fF




>ifup <int> #received dhcp ip for particular interface

[root@localhost "I ifup ensZ55f1
omnection successfully activated (D-Bus active path: sorg-freedesktop-NetworkManager-fictiveCommection-8)
[root@localhost 1 ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOWN glen 1
linksloopback GB:88:88:80:08:08 brd BB :00:80:80:00:08
inet 127.8.8.1-8 scope host lo
valid_Ift forever preferred_lft forever
inetb ::1,-128 scope host
valid_1ft forever preferred_lft forever
* enol: <NO-CARRIER, BROADCAST.MULTICAST,UP> mtu 15688 gdisc mg state DOWN glen 1888
linksether 2c:68:8c:dB8:5b:fa brd £f:ff:ff :ff:ff:ff
t enoZ: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 15688 gdisc mg state DOWN ¢len 1888
linksether 2c:68:8c:dB8:5b:fb brd £f:ff:ff:ff:FF:FF
4: ensZ55fB: <NO-CARRIER, BROADCAST,MULTICAST,UP> mtu 1588 gdisc mg state DOWN glen 1888
linksether Z2c:68:8c:f1:fZ:dd brd £f:ff:Ff :Ff:FF:fF
¢ ensZ255f1: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc mg state UP glen 16888
linkrether 2c:68:8c:f1:fZ2:de brd £f:ff:Ff :Ff:FF:fF
inet 192.168.9.182-24 brd 192.168.9.255 =scope global dynamic ensZ55f1
valid_Ift 86396sec preferred_1ft 8639%6sec
inetts feBB::bl6:da?:e155:623b/64 scope link
valid_Ift forever preferred_lft forever

#ip = 192.168.9.182

Step 2: SSH through Putty

Step 3: Check Disk available
>fdisk -I
Or >Isblk #Easy to view

First Disk
with OS

-

—» Targeted Disk

Step 4: Format Disk from Beginning
>dd if=/dev/zero of=/dev/sdb bs=1M count=1000

Step 5: Format Disk from Ending
>fdisk -s /dev/sdb #Check for block size

>dd if=/dev/zero of=/dev/sdb bs=1k seek=1952900000 #last 5 digits become zero



Step 6: Check disk using Megacli

>yum install http://dl.marmotte.net/rpms/redhat/el6/x86 64/megacli-8.00.46-2/megacli-8.00.46-
2.x86 64.rpm #Install only once

>MegaCli -PDList -aALL

Check for these four
sections. If result not equal
to zero, proceed for Step 7

0004Z1W3WHYS



http://dl.marmotte.net/rpms/redhat/el6/x86_64/megacli-8.00.46-2/megacli-8.00.46-2.x86_64.rpm
http://dl.marmotte.net/rpms/redhat/el6/x86_64/megacli-8.00.46-2/megacli-8.00.46-2.x86_64.rpm

Step 7: Bad Condition Hard Disk Check

>yum install smartmontools #Install only once

>service smartd start
>chkconfig smartd on
>MegaCli -PDList -aALL #Look for targeted hard disk

DZ001FASS5-00

Or >/opt/MegaRAID/MegaCli/MegaCli64 -PdList -aALL | grep "Device 1d"



Example of BAD condition Hard disk
>smartctl -a -d megaraid,23 /dev/sdb

Ho L
#If the above highlighted attribute mentioned as Pre-fail and Old_age and there are OFFLINE
on UPDATED section, it means the hard disk is not in very good condition.

>smartctl -t short -d megaraid,23 /dev/sdb #take a short test for hard disk
>smartctl -l selftest -d megaraid,23 /dev/sdb #retrieve the result of short test

# hu

#If there are any failure, please end of life the hard disk

Example of Good Condition Hard Disk

#Please mark as AP is the hard disk condition is good.



